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Abstract. Password-Authenticated Public Key Encryption (PAPKE)
enables secure encryption using only a shared, human-memorable pass-
word—eliminating the need for trusted intermediaries or pre-established
infrastructure. It allows a sender to encrypt a message for a recipient, us-
ing the recipient’s password-authenticated public key and a shared pass-
word, while provably resisting man-in-the-middle and offline dictionary
attacks. PAPKE’s support for reusable password-authenticated public
keys makes it especially suitable for asynchronous, PKI-free communica-
tion scenarios.
An important open problem is to construct PAPKE schemes that are
secure against quantum adversaries, as existing instantiations rely on
Diffie-Hellman assumptions. The PAPKE-IC construction (ACNS 2019)
is generic and admits integration with post-quantum PKE schemes. How-
ever, the scheme assumes an Ideal Cipher (IC) over the public key do-
main, which is large for most post-quantum PKE schemes. While an IC
is typically instantiated using a block cipher, standard block ciphers op-
erate over much smaller domains (e.g., 128 or 256 bits). Alternatively,
one can use an 8-round Feistel network, which achieves indifferentiabil-
ity from an ideal cipher, or domain extenders. The latter are inefficient
at the domain sizes required, making the efficient and secure instanti-
ation of the IC in PAPKE-IC, in combination with post-quantum PKE,
particularly challenging.
In this paper, we propose PAPKE-HIC, a UC-secure PAPKE scheme
built from a PKE scheme and a Half-Ideal Cipher (HIC, introduced
at EUROCRYPT 2023), which circumvents the challenges of instanti-
ating ideal ciphers over large domains. We provide a detailed security
proof of PAPKE-HIC and establish precise requirements for the under-
lying PKE: strong robustness, one-wayness, ciphertext anonymity, and
pseudo-uniformity of public keys. Our analysis identifies a gap in the
original PAPKE-IC security proof, motivating the introduction of a novel
property, which we denote Decryption Robustness (DROB-CCA). Al-
though DROB-CCA is implied by strong robustness (SROB-CCA), the
reduction is not tight and incurs a quadratic security loss. We analyze



which PKE schemes directly satisfy DROB-CCA, and conclude by pre-
senting concrete instantiations of PAPKE-HIC. To our knowledge, this is
the first practical, post-quantum instantiation of the PAPKE primitive.

Keywords: Password-Authenticated Public Key Encryption (PAPKE)
· Post-Quantum PAPKE · PAKE · Decryption Robustness (DROB-
CCA).

1 Introduction

Password-based authentication remains an important and widely deployed mech-
anism in modern cryptographic systems. While traditional Authenticated Key
Exchange (AKE) protocols rely on long-term private keys managed through
Public Key Infrastructures (PKI), such frameworks assume stable device iden-
tity and secure key storage—assumptions that do not hold universally. Advances
such as passkeys, secure enclaves, and biometric authentication have improved
key management on end-user devices, but these solutions depend on proprietary
hardware and platform support, and remain inaccessible in many contexts. In
contrast, numerous real-world scenarios—such as onboarding in IoT protocols
like Thread [33], ePassport inspection [25], peer-to-peer file transfers [35], and
ephemeral wireless network sessions [36]—lack the infrastructure or trust anchors
required for PKI-based schemes. In these settings, password-based authentica-
tion remains a practical and cryptographically meaningful tool as it enables
secure communication using pre-shared low-entropy secrets without requiring
persistent credentials, trusted intermediaries, or pre-established infrastructure.
PAKE. Password-Authenticated Key Exchange (PAKE) protocols address the
core limitations of traditional password-based authentication, e.g., sending a
password over a server-authenticated TLS channel. A PAKE enables two parties,
who only share a low-entropy password, to establish a high-entropy session key,
while provably resisting offline dictionary attacks. This is a core security guar-
antee: an adversary must interact with an honest party to test each password
guess. Passive eavesdropping yields no advantage, even under full transcript ac-
cess. This interaction-bound guessing constraint makes PAKE significantly more
robust than simple password transmission schemes, and mutual authentication
offers the additional benefit of protecting against phishing attacks.
PAPKE. Password-Authenticated Public Key Encryption (PAPKE) [12] is a
cryptographic primitive that combines password authentication and CCA-secure
encryption into a single mechanism, unifying two core security objectives: secrecy
and authenticity. It enables a sender to encrypt a message for a recipient, us-
ing the recipient’s password-authenticated public key and a shared password.
The resulting ciphertext enforces password-based access control over the mes-
sage, provides chosen-ciphertext security, and resists man-in-the-middle attacks,
assuming the password remains unknown to the adversary.

Unlike PAKE, which derives a shared session key through mutual interac-
tion, PAPKE supports unilateral encryption, enabling secure message delivery
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without requiring real-time interaction or composition with a symmetric key
scheme. PAPKE also provides a theoretically stronger abstraction than PAKE:
a UC-secure PAKE protocol can be derived from a UC-secure PAPKE instance
by encrypting a session key rather than an arbitrary message. The inverse, how-
ever, does not hold due to a defining feature of PAPKE: the use of a reusable
authenticated public key.3 Such reusability enables any sender, who holds an
authenticated public key from the receiver and the corresponding password, to
generate multiple valid ciphertexts without fresh interaction or per-session key
derivation. The reusability of public keys makes PAPKE especially well-suited for
scenarios requiring asynchronous communication, credential recovery, and one-
to-many password-authenticated key exchange protocols such as SweetPAKE [6]
and Oblivious PAKE [27, 6], where scalability and minimal communication over-
head are essential. These PAPKE-based protocols are natural candidates for ex-
tending WPA3 to support multi-password authentication [34]. Importantly, such
an extension should ensure post-quantum security with minimal communication
and interaction overhead.
Two existing approaches to PAPKE and their limitations. PAPKE has
been realized using two main approaches [12]. The first is a generic construction,
PAPKE-IC, which relies on the Ideal Cipher (IC) model. The second, PAPKE-FO,
is a direct construction based on the Decisional Diffie-Hellman (DDH) assump-
tion and applies the Fujisaki-Okamoto (FO) transform, thus relying on the Ran-
dom Oracle (RO) model instead.

When comparing the two approaches, PAPKE-IC is conceptually simpler and
reflects the design of the classic Encrypted Key Exchange (EKE) protocol. How-
ever, it presents IC instantiability challenges. A poor IC instantiation may enable
offline dictionary attacks. For example, if the IC is instantiated using a block
cipher whose block size does not match the public key space, an adversary can
decrypt the password-authenticated ciphertext under candidate passwords and
discard those that do not yield a plaintext within the valid public key space.

To instantiate the ideal cipher over larger domains in PAPKE-IC, one may
employ an 8-round Feistel network [17] or a domain extender from [15], both
shown to achieve indifferentiability from an ideal cipher. These constructions
are costly to implement over large algebraic domains (and in constant time).
Consequently, practical and efficient instantiations of PAPKE-IC remain elusive
in the post-quantum setting, underscoring the need for alternative designs.

1.1 Our Contributions

Main contribution: PAPKE-HIC with precise security requirements.
We introduce a new UC-secure Password-Authenticated Public Key Encryption
scheme, PAPKE-HIC, using the Half-Ideal Cipher (HIC) from [32]. Concretely, we
show how to generically construct a PAPKE scheme from a public key encryption
(PKE) scheme and a Half-Ideal Cipher (HIC) that can be instantiated using a
3 A recent notion, Bare PAKE [7], captures a form of reusability within PAKEs.
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modified 2-round Feistel construction m2F. The main advantage of m2F is that
it employs an Ideal Cipher defined over a fixed-length bitstring domain, rather
than over large algebraic domains required in prior IC-based constructions such
as PAPKE-IC, making it significantly easier to instantiate efficiently. As a result,
our design resolves a key open question: how to efficiently realize PAPKE in the
post-quantum setting without sacrificing concrete security or performance.

We provide a detailed and rigorous proof that PAPKE-HIC realizes the UC-
PAPKE functionality in the Universal Composability (UC) framework (Theo-
rem 1). In doing so, we formally establish precise security requirements for the
underlying public key encryption scheme. As in the PAPKE-IC proof [12], we
identify three necessary properties: anonymity and indistinguishability security
(AI-CCA), strong robustness (SROB-CCA), and pseudo-uniformity of public keys
(UNI-PK). We further generalize the proof to accommodate public key encryp-
tion schemes with imperfect correctness and pseudo-uniform public key distri-
butions (UNI-PK)—features that are relevant for several post-quantum public
key encryption schemes.
Second contribution: Security gap in the original PAPKE-IC proof and
new public key encryption property—Decryption Robustness. Our anal-
ysis reveals a subtle gap in the original analysis of PAPKE-IC [12]: the proof must
ensure that an adversary, without access to the public key, cannot forge a cipher-
text that decrypts successfully. We formalize this requirement as a new prop-
erty called decryption robustness (DROB-CCA). While DROB-CCA is implied
by strong robustness (SROB-CCA), as shown in Theorem 2, the reduction is not
tight and incurs a quadratic security loss. Critically, when applying Theorem 2 to
derive the concrete bound of PAPKE-HIC in Theorem 1, the DROB-CCA-related
advantage becomes the dominant term, significantly weakening the overall secu-
rity guarantee. In addition, we identify a further minor omission in the original
analysis: the “badkeys abort” mechanism in the FPAPKE functionality was not
accounted for in the proof.
Third contribution: Concrete instantiations of PAPKE-HIC with post-
quantum PKE. Motivated by the limitations of the reduction in Theorem 2, we
investigate which public key encryption schemes satisfy DROB-CCA directly with
tighter bounds. We show that any PKE built using the standard KEM+DEM
paradigm, where the KEM employs a variant of the prefix-hashing Fujisaki-
Okamoto (FO) transform [19] and the DEM satisfies ciphertext integrity
(INT-CTXT), achieves DROB-CCA without relying on the generic reduction (The-
orem 5). This applies to post-quantum PKEs built from ML-KEM [30], or
FrodoKEM [29].

We further show how to build DROB-CCA-secure PKE from KEMs that do
not employ the prefix-hashing FO transform, such as Classic McEliece [2]. We
also prove that the DHIES∗ [1], the hybrid PKE that was originally used to
instantiate PAPKE-IC [12], also satisfies DROB-CCA with a tighter bound.

Finally, we implement and benchmark post-quantum PAPKE-IC and
PAPKE-HIC using ML-KEM [30], FrodoKEM [29] and Classic McEliece [2] in
various configurations.
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2 Preliminaries

In this section, we present the cryptographic primitives relevant to our work. We
begin with standard definitions of Public Key Encryption (PKE), Key Encap-
sulation Mechanism (KEM), and Data Encapsulation Mechanism (DEM). We
then introduce Password-Authenticated Public Key Encryption (PAPKE) [12],
followed by the Half-Ideal Cipher (HIC) [32], which forms the foundation of our
construction.

All relevant PKE and DEM security definitions are provided in Figure 1.
Let SCH be a scheme and EXP be a security experiment. For experiments
where the adversary’s (A) goal is to guess the challenger’s bit, we define its
advantage as AdvEXPA,SCH(λ) :=

∣∣∣Pr[ExpEXPA,SCH(λ) = 1
]
− 1

2

∣∣∣, and AdvEXPA,SCH(λ) :=

Pr
[
ExpEXPA,SCH(λ) = 1

]
otherwise. We say that SCH is EXP-secure if AdvEXPA,SCH(λ)

is negligible for any PPT adversary A.

2.1 Public Key Encryption (PKE)

We present the definition of a Public Key Encryption scheme (PKE) and relevant
security notions.

Definition 1. A Public Key Encryption scheme (PKE) is a triple of PPT al-
gorithms (Keygen,Enc,Dec) : Keygen : N→ PK×SK, Enc : PK×M×R→ C,
Dec : SK× C →M∪{⊥}, where PK is the public key space, SK is the private
key space, M is the message space, R is the randomness space and C is the
ciphertext space.

Correctness. [23] We say a public key encryption scheme is δ-correct if

E(pk,sk)←$Keygen(λ)

[
max
m∈M

Prr←$R[Dec(sk,Enc(pk,m, r)) 6= m]

]
≤ δ(λ).

PKE security properties. The standard security requirement for public key en-
cryption is indistinguishability under chosen-ciphertext attacks (IND-CCA). An-
other crucial property is public key anonymity under chosen-ciphertext attacks
(ANO-CCA), which ensures that ciphertexts reveal no information about the spe-
cific public key used during encryption. These properties can be combined into
the anonymity and indistinguishability under chosen-ciphertext attacks (AI-CCA),
as done in [12].4 A more recent property that has proven essential for the con-
struction of PAKE from KEM is the pseudo-uniformity of public keys (UNI-PK),
which captures the notion that public keys produced by the key generation algo-
rithm are (computationally) indistinguishable from uniformly random elements
of the public key space PK (called fuzziness in [8]; see also [4] for reference). An-
other important property of a PKE is strong robustness under chosen-ciphertext
attacks (SROB-CCA), which ensures that it is computationally hard to create a
4 Note that the notions are equivalent: AI-CCA ⇐⇒ IND-CCA+ ANO-CCA.
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ciphertext that decrypts successfully under two distinct secret keys, both hon-
estly generated via Keygen. All of these properties are defined in Figure 1.

In this work, we introduce two novel properties: decryption robustness (DROB)
and its chosen-ciphertext analogue, decryption robustness under chosen-ciphertext
attacks (DROB-CCA). These properties formalize the requirement that it should
be hard to craft a ciphertext that decrypts correctly without knowledge of the
public key. While unconventional in standard PKE settings—where public keys
are, by definition, public—this property becomes essential in PAPKE, where the
public key is treated as secret. We provide exact definitions in Figure 1 and a
detailed discussion in Section 4, including its relationship to SROB-CCA.

2.2 Key Encapsulation Mechanism (KEM)

We define a Key Encapsulation Mechanism (KEM). See the full version of the
paper [5] for definitions of KEM security properties.

Definition 2. A Key Encapsulation Mechanism (KEM) is a triple of PPT al-
gorithms (Keygen,Encap,Decap) defined as: Keygen : N → PK × SK, Encap :
PK → K×C, Decap : SK×C → K∪{⊥}, where PK is the public key space, SK
is the private key space, K is the symmetric key space, and C is the ciphertext
space.

We say a KEM is implicitly rejecting if Decap never outputs the symbol ⊥;
otherwise, it is called explicitly rejecting.

2.3 Data Encapsulation Mechanism (DEM)

We present the definition of a Data Encapsulation Mechanism (DEM) and rele-
vant security notions.

Definition 3. A DEM is a triple of PPT algorithms (Keygen,Enc,Dec) defined
as: Keygen : N→ K, Enc : K×M→ C, Dec : K×C →M∪{⊥}, where K is the
symmetric key space, M is the message space, and C is the ciphertext space.

A DEM is typically an authenticated symmetric-key encryption scheme used in
hybrid encryption. We assume that the symmetric key space K, resp. the message
space M, is the same in the DEM and the KEM, resp. PKE, definitions.

DEM security properties. In our proofs, we only directly work with the integrity
of ciphertexts (INT-CTXT) property of DEM from [10] (Figure 1). This property
captures the difficulty of generating a valid ciphertext (that decrypts to a valid
message, i.e., m 6=⊥) without knowledge of the corresponding symmetric key.

2.4 Password-Authenticated Public Key Encryption (PAPKE)

A Password-Authenticated Public Key Encryption scheme (PAPKE) is a rela-
tively recent primitive introduced in [12]. PAPKE extends public key encryption
with password-based authentication.
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ExpINT-CTXT
A,DEM (λ)

ListC ← ∅

k ← Keygen(λ)

win ← 0

AEnc′k(·),Dec′k(·)
(λ)

return win

Enc′k(m)

c ← Enc(k,m)

ListC ← ListC ∪ {c}

return c

Dec′k(c)

m ← Dec(k, c)

if m 6=⊥ ∧ c /∈ ListC then

win ← 1

return m

ExpAI-CCAA,PKE(λ)

q ← 0, c
∗ ←⊥

(pk0, sk0) ← Keygen(λ)

(pk1, sk1) ← Keygen(λ)

b ←$ {0, 1}

b
′ ← ALoREnc1b(·,·),LoRDecb(·)(pk0, pk1)

return b = b
′

LoREnc1b(m0,m1)

if |m0| 6= |m1| ∨ q = 1 then

return ⊥

c ← Enc(pkb,mb)

q ← 1, c
∗ ← c

return c

LoRDecb(c)

if c = c
∗

then

return ⊥

m ← Dec(skb, c)

return m

ExpIND-CCA
A,PKE (λ)

(pk, sk) ← Keygen(λ)

b ←$ {0, 1}

(m0,m1, s) ← A
Decsk(·)
1 (pk)

c
∗ ← PKE.Enc(pk,mb)

b
′ ← A

Decc
∗

sk(·)
2 (c

∗
, s)

return b = b
′

ExpANO-CCA
A,PKE (λ)

(pk0, sk0) ← Keygen(λ)

(pk1, sk1) ← Keygen(λ)

b ←$ {0, 1}

(m, s) ← A
Decsk0

(·),Decsk1
(·)

1 (pk0, pk1)

c
∗ ← PKE.Enc(pkb,m)

b
′ ← A

Decc
∗

sk0
(·),Decc

∗
sk1

(·)
1 (c

∗
, s)

return b = b
′

ExpUNI-PK
A,PKE(λ)

(pk0, _) ← Keygen(λ)

pk1 ←$ PK

b ←$ {0, 1}

b
′ ← A(pkb)

return b = b
′

ExpSROB-CCA
A,PKE (λ)

(pk0, sk0) ← Keygen(λ)

(pk1, sk1) ← Keygen(λ)

c
∗ ← A

Decsk0
(·),Decsk1

(·)
(pk0, pk1)

m0 ← Dec(sk0, c
∗
)

m1 ← Dec(sk1, c
∗
)

return m0 6= ⊥ and m1 6= ⊥

ExpDROB-CCA
A,PKE (λ)

win ← 0

(pk, sk) ← Keygen(λ)

ADec′sk(·)
(λ)

return win

Dec′sk(c)

m ← Dec(sk, c)

if m 6=⊥

win ← 1

return m

ExpDROB
A,PKE(λ)

(pk, sk) ← Keygen(λ)

c
∗ ← A(λ)

m
∗ ← Dec(sk, c

∗
)

return m
∗ 6=⊥

Fig. 1: Security experiments defining properties of PKEs and DEMs. (1)
INT-CTXT is the standard ciphertext integrity from [10]; (2) AI-CCA is the
anonymity and indistinguishability from [12, 1] which is equivalent to IND-CCA+
ANO-CCA; (3) IND-CCA is the standard indistinguishability under chosen-
ciphertext attacks; (4) ANO-CCA for is the anonymity under chosen-ciphertext
attacks from [9]; (5) UNI-PK is the pseudo-uniformity of public keys similar to
the one from [4] and fuzziness from [8]; (6) SROB-CCA is the strong-robustness
from [12]; (7) DROB-CCA is the decryption robustness under chosen-ciphertext
attacks; (8) DROB is the decryption robustness. Decc

∗

sk(·) is a decryption oracle
with a private key sk which returns ⊥ if c∗ is queried.
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Definition 4. A Password-Authenticated Public Key Encryption (PAPKE) is
a triple of PPT algorithms (Keygen,Enc,Dec) defined as: Keygen : N × PW →
SK×APK, Enc : APK×PW×M→ C, Dec : SK×C →M∪{⊥}, where PW is
the password dictionary, SK is the private key space, APK is the authenticated
public key space, M is the message space, and C is the ciphertext space.

PAPKE security properties. The PAPKE paper [12] defines two game-based
security definitions: indistinguishability against chosen-ciphertext and chosen-
key attacks (IND-CCKA) and ciphertext authenticity (AUTH-CTXT). IND-CCKA
captures resistance against offline dictionary attacks, secrecy of messages under
chosen-ciphertext attacks, security against man-in-the-middle attacks, and long-
term security. AUTH-CTXT ensures that an adversary cannot create a valid
ciphertext without knowing the password.

We do not detail these game-based definitions, as we work within the Uni-
versal Composability (UC) framework [13], which implies both definitions. The
ideal functionality of PAPKE (FPAPKE) is defined in Figure 2.

Compared to the original functionality in [12], we slightly modify FPAPKE

to ensure that the messages ENC-M and ENC-L also send apk′ to A together
with m and |m|, respectively. We believe this is an accidental omission in the
original definition, since in the proofs of PAPKE-IC and PAPKE-FO the authors
write “. . . (ENC-M, sid, apk,m) from FPAPKE . . . ”. In our proof of PAPKE-HIC
(Theorem 1), we found that sending apk′ in ENC-M is necessary because the
simulator must encrypt the message “honestly” and otherwise cannot determine
the correct apk′ to use with certainty.

2.5 Half-Ideal Cipher (HIC)

The (randomized) Half-Ideal Cipher (HIC) is a Universal Composability (UC)
security notion recently proposed in [32]. It serves as a relaxation of the Ideal
Cipher (IC) notion with application to PAKEs. The HIC security model is for-
malized by an ideal functionality FHIC (Figure 4), which is parameterized by
the domain D = R × G. Note that in our use case, G = PK, where PK is the
public key space of a PKE. The HIC abstraction offers a practical alternative to
ideal ciphers in the design of EKE-like protocols, eliminating the need for direct
application of an IC over groups, which can be complex to instantiate [32].

Notably, HIC provides an honest interface accessible to honest parties, and
an adversarial interface accessible to the adversary. The adversarial interface
is more powerful because it allows the adversary to choose 1) the encryption
randomness r ∈ R and half of the ciphertext T ∈ G during encryption and 2)
the adversary also receives r ∈ R (compared to only M ∈ G) during decryption.

It was shown in [32] that the Modified 2-Feistel (m2F) construction (Defini-
tion 5) realizes FHIC in the Random Oracle (RO) and Ideal Cipher (IC) model.
Although m2F internally uses an ideal cipher, it is an ideal cipher over bitstrings
of small size, which is easy to instantiate using a regular block cipher.
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1. Key Generation. On input (KEYGEN, sid, pwd) from party P:
– If sid 6= (P, sid′) or a record (keyrec, sid, ·, ·) exists, ignore.
– Send (KEYGEN, sid) to A and wait for (KEYCONF, sid, apk,M) from A.
– If a record (badkeys, sid, apk′, ·) with apk′ = apk exists, abort.
– Create a record (keyrec, sid, apk, pwd) and output (KEYCONF, sid, apk) to P.

2. Encryption. On input (ENCRYPT, sid, apk′, pwd′,m) from party Q where m ∈ M:
– If a record (keyrec, sid, apk, pwd) with apk = apk′ exists and P (from (P, sid′)← sid) is

honest, then:
• Send (ENC-L, sid, apk′, |m|) to A and wait for (CIPHERTEXT, sid, c) from A.
• Abort if a record (enrec, sid, ·, c) for c already exists.
• Create a record (enrec, sid,m′, c) with m′ ← m if pwd′ = pwd, and m←⊥, else.

– Else:
• If a record (badkeys, sid, apkj , pwdj) with apkj = apk′ exists, set pwd∗ ← pwdj .
• Else, send (GUESS, sid, apk′) to A, wait for (GUESS, sid, pwd∗) from A and create

record (badkeys, sid, apk′, pwd∗).
• If pwd′ = pwd∗, send (ENC-M, sid, apk′,m) to A, and wait for (CIPHERTEXT, sid, c)

from A.
• If pwd′ 6= pwd∗, send (ENC-L, sid, apk′, |m|) to A, and wait for (CIPHERTEXT, sid, c)

from A.
– Output (CIPHERTEXT, sid, c) to Q.

3. Decryption. On input (DECRYPT, sid, c) from party P:
– If sid 6= (P, sid′) or no record (keyrec, sid, apk, pwd) exists, ignore.
– If a record (enrec, sid,m, c) for c exists, where m ∈ M∪ {⊥}:
• Output (PLAINTEXT, sid,m) to P.

– Else:
• Send (DECRYPT, sid, c) to A and wait for (PLAINTEXT, sid,m, pwd∗) from A.
• If pwd∗ = pwd, set m′ ← m and m′ ←⊥ otherwise.
• Create a record (enrec, sid,m′, c).
• Output (PLAINTEXT, sid,m′) to P.

Fig. 2: Patched ideal functionality FPAPKE from [12]—the functionality ad-
ditionally sends apk′ for messages ENC-M and ENC-L. The functionality is
parametrized by the message space M.
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Definition 5. Let H : PW ×R → G and G : PW ×G→ K be random oracles
and let IC = (IC.Enc, IC.Dec) be an ideal cipher over R. A Modified 2-Feistel con-
struction m2F = m2F[H,G, IC] is a tuple of PPT algorithms m2F.Enc/m2F.Dec :
PW × R × G → R × G where PW is the dictionary of possible passwords,
R = {0, 1}n, G is a group and K is the keyspace of IC. The descriptions of
m2F.Enc and m2F.Dec are in Figure 3.

m2F.Enc(pw, r,M)

R← H(pw, r)

T ←M �R

t← G(pw, T )

s← IC.Enc(t, r)

return (s, T )

m2F.Dec(pw, s, T )

t← G(pw, T )

r ← IC.Dec(t, s)

R← H(pw, r)

M ← T �R−1

return (r,M)

Fig. 3: The modified 2-Feistel (m2F[H,G, IC]) [32], � is the group operation in G
and (·)−1 is the inverse in G.

3 PAPKE-HIC—Practical Post-Quantum PAPKE

In this section, we present a new practical PAPKE construction, PAPKE-HIC
(Figure 5), which achieves the UC-PAPKE notion, offers strong security guar-
antees, and avoids the need to instantiate an ideal cipher over groups or large
domains. We show how to instantiate PAPKE-HIC using any AI-CCA,SROB-CCA,
UNI-PK, and DROB-CCA-secure public key encryption scheme and a half-ideal
cipher. Furthermore, we discuss subtle issues overlooked in the original proof of
PAPKE-IC in [12].

Setup. Let PKE = (Keygen, Enc,Dec) be a public key encryption scheme with a public key space
PK and let HIC = (HIC.Enc,HIC.Dec) be a half-ideal cipher with the domain D = R×PK.

PAPKE.Keygen(λ, pw).
Compute (sk, pk)←$ PKE.Keygen(λ) and apk ← HIC.Enc(pw, pk). Output (sk, apk).

PAPKE.Enc(apk′, pw′,m).
Compute a public key pk′ ← HIC.Dec(pw′, apk′), and output c← PKE.Enc(pk′,m).

PAPKE.Dec(sk, c′).
Decrypt m← PKE.Dec(sk, c′) and output m.

Fig. 5: The generic PAPKE-HIC construction.
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Interface for honest parties:
1. Encryption. On query (Enc, sid, pw,M) from P where M ∈ G:

– r ←$R
– If ∃c s.t. (sid, pw, (r,M), c) ∈ ListHIC, then:
• Output c to P

– Else:
• c←$ D \ {c′ ∈ D : ∃(sid, pw, ∗, c′) ∈ ListHIC}
• ListHIC ← {(sid, pw, (r,M), c)} ∪ ListHIC

• Output c to P
2. Decryption. On query (Dec, sid, pw, c) from P where c ∈ D:

– Query (r,M)← FHIC.AdvDec(sid, pw, c)

– Output M to P.
Interface for Adversary A (or corrupt parties):
1. Encryption. On query (AdvEnc, sid, pw, (r,M), T ) from A where (r,M) ∈ D and T ∈ G:

– If ∃c s.t. (sid, pw, (r,M), c) ∈ ListHIC, then:
• Output c to A

– Else:
• s←$R \ {s′ ∈ R : ∃(sid, pw, ∗, (s′, T )) ∈ ListHIC}
• c← (s, T )

• ListHIC ← {(sid, pw, (r,M), c)} ∪ ListHIC

• Output c to A
2. Decryption. On query (AdvDec, sid, pw, c) from A where c ∈ D:

– If ∃m s.t. (sid, pw,m, c) ∈ ListHIC, then:
• Output m to A

– Else:
• m←$ D \ {m′ ∈ D : ∃(sid, pw,m′, ∗) ∈ ListHIC}
• ListHIC ← {(sid, pw,m, c)} ∪ ListHIC

• Output m to A

Fig. 4: Ideal functionality FHIC for the Half-Ideal Cipher from [32]. The function-
ality is parametrized by the domain D = R× G.
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3.1 Benefits of PAPKE-HIC

PAPKE-HIC, depicted in Figure 5, is inspired by the original PAPKE-IC con-
struction from [12], with the difference that a half-ideal cipher (HIC) [32] is
used instead of an ideal cipher (IC). The main benefit of a HIC, or more pre-
cisely its instantiation m2F (Section 2.5), is that it avoids the need for an IC
over the public key space. Constructing a post-quantum PAPKE requires a post-
quantum PKE, and such schemes typically involve large public keys. As a result,
instantiating a post-quantum PAPKE-IC in practice is challenging, making the
HIC-based approach a more practical alternative.

Recall that m2F uses an ideal cipher internally, but this cipher operates over
bitstrings of length 256 (assuming a 128-bit security), which can be instantiated
using a regular block cipher. Even though some post-quantum KEMs, such as
Classic McEliece [2], have public keys that are indistinguishable from random
bitstrings, and there exist methods for encoding public keys as random bitstrings
(e.g., Kemeleon for ML-KEM [22]), the main challenge remains their size. For
instance, the size of a Kemeleon-encoded ML-KEM public key is 781 bytes, and
for Classic McEliece it is 261120 bytes at NIST security level 1.

There are techniques to instantiate an ideal cipher over bitstrings > 256 [15,
17]; however, these are practically inefficient for large domains.

While m2F requires a hash-to-group function, hashing into the group—which
in this case is the public key space—is easy in our setting, as most of the post-
quantum KEMs derive their keys from a seed. This derivation mechanism can
be used to implement the required hash-to-group function.

3.2 Proof of PAPKE-HIC and Issues with the PAPKE-IC Proof

We now explain why substituting an ideal cipher (IC) with a half-ideal cipher
(HIC) in the PAPKE construction does not compromise security. First, a HIC
ciphertext generated via the HIC.Enc interface effectively commits the adversary
to a unique key (password) used to produce that ciphertext (authenticated pub-
lic key). This commitment property holds just as it does in the IC setting, despite
the adversary having additional power to specify part of a ciphertext using the
adversarial HIC.AdvEnc interface. Crucially, the simulator can straight-line ex-
tract the associated key (password), ensuring that only a single password guess
is possible per adversarially generated authenticated public key. Furthermore,
as with IC, decrypting a HIC ciphertext (authenticated public key) using a key
(password) different from the one used in encryption yields a random element
in the HIC domain. This allows the simulator to embed a public key of its choice
when simulating HIC.Dec responses.

In Theorem 1, we prove that PAPKE-HIC (Figure 5) securely realizes the
PAPKE UC functionality (Figure 2) by leveraging the HIC functionality (Fig-
ure 4) and several security properties of the underlying PKE scheme.

Theorem 1. The scheme PAPKE-HIC (Figure 5) UC-realizes FPAPKE (Figure 2)
in the FHIC-hybrid model, if the public key encryption scheme PKE is AI-CCA,
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SROB-CCA, UNI-PK, DROB-CCA-secure and δ-correct. Specifically, there exists
a simulator SIM, such that for all environments Z controlling a dummy adver-
sary A, its distinguishing advantage, Adv, between the real and ideal world is

Adv(λ) ≤ q2HIC

2 · |R|
+

q2HIC
2 · |PK|

+
qPAPKE
|R × PK|

+ qPAPKE · δ(λ)

+ 2 · qHIC · (qHIC + 1) · AdvSROB-CCA
B,PKE (λ)

+ 2 · (qHIC + 1) · qPAPKE,Enc · AdvAI-CCAB,PKE (λ)

+ qHIC · AdvUNI-PKB,PKE (λ) + AdvDROB-CCA
B,PKE (λ).

Here qHIC and qPAPKE represent upper bounds on the number of queries to FHIC

and FPAPKE, respectively. R is the HIC randomness space and PK is the public
key space of PKE.

The proof of Theorem 1 is provided in the full version of the paper [5]. Given
the similarities between the IC and the HIC, our proof is inspired by the original
proof of PAPKE-IC (Theorem 3, [12]). However, we identified and addressed
several subtle issues in the original proof.

The main issue concerns the treatment of the event bad5 in Game5 (using
numbering from [12]). The original proof claims that this event cannot occur
because there always exists a row in L for the honest apk such that sk 6=⊥.
However, under the simulator’s decryption procedure in Game5, the correspond-
ing row in L is generated via a call to IC.Enc(pw, pk) and therefore contains
sk =⊥. One could alter the simulation of the key generation process to avoid
this issue—for example, by sampling apk, querying IC.Dec(pw, apk), and retriev-
ing (pk, sk) from L to ensure sk 6=⊥. While this would prevent bad5 in Game5,
it does not extend to later games such as Game8, where the generated (pk, sk)
pair becomes independent of apk, and the simulator cannot rely on knowing
the password. In such settings, the environment could potentially craft a valid
ciphertext without knowing the public key, which reintroduces bad5.

This motivates our decryption robustness property DROB-CCA (Section 4),
which formalizes the requirement that an adversary cannot forge a valid cipher-
text under a public key it does not know, even with access to a decryption oracle.
In our proof, we argue the equivalent of the bad5 event (in our proof referred
to as bad9) using the DROB-CCA-security of the PKE. This corresponds to the
final term in the bound stated in Theorem 1.

We also observed that the “badkeys” abort (3rd line in the key generation of
FPAPKE) is not mentioned in the original proof. Although minor, this omission
is relevant. The event occurs with negligible probability, assuming a large apk
keyspace. In our proof, it contributes the qPAPKE · |R×PK|−1 term in Theorem 1.

Additionally, we generalize the proof to consider non-perfectly correct public
key encryption schemes with non-perfectly uniform public keys (UNI-PK). This
is important when instantiating PAPKE-HIC with a post-quantum PKE, as most
available schemes are neither perfectly correct nor have perfectly uniform public
keys. Note that our proof of PAPKE-HIC can be adapted into a PAPKE-IC proof
by modifying our Game2 to accommodate for an IC instead of a HIC.
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3.3 Why DROB-CCA Matters for the Security of UC-PAPKE?

Let us first explain why the DROB-CCA property is necessary in the context of
PAPKE within the Universal Composability (UC) framework. Consider the fol-
lowing PAPKE attack in the UC framework. The environment Z initiates a party
P with a high-entropy password pw by sending the message (KEYGEN, sid, pw).
The simulator, upon receiving the message (KEYGEN, sid), must choose a (ran-
dom) apk, without knowing the actual password pw.

Later, Z instructs P to decrypt a randomly chosen ciphertext c by send-
ing (DECRYPT, sid, c). Since P was honestly initiated, there exists a key record
(sid, apk, pw) ∈ Listkeyrec. However, there is no corresponding encryption record
in Listencrec, because the ciphertext c was chosen independently by the environ-
ment.

The simulator, upon receiving query (DECRYPT, sid, c), must respond with
(PLAINTEXT, sid,m, pw∗). The probability that pw∗ = pw, i.e., that the simu-
lator guesses the correct password, is negligible because pw is hidden from the
simulator and was chosen from a high-entropy distribution. Thus, with over-
whelming probability, the response sent to P must be ⊥, i.e., decryption fails.

At first glance, this may seem like an artificial attack: the environment is
not even trying to learn the underlying public key, but rather to exploit be-
havioral inconsistencies between the real world and the simulated ideal world.
Nevertheless, it pinpoints an important observation: we can only ensure a sound
simulation if ciphertexts selected before key generation are also rejected in the
real world. This motivates the need for our DROB-CCA property.

4 Decryption Robustness of Public Key Encryption

Motivated by the requirements of the proof of PAPKE-(H)IC (Section 3.2), we
defined in Section 2 a new public key encryption property, called decryption
robustness under chosen ciphertext-attacks (DROB-CCA). In this section, we ex-
amine how it relates the existing strong robustness (SROB-CCA) property and
also which schemes satisfy DROB-CCA directly. To the best of our knowledge,
this is a new property, relevant in a setting where the public key is not yet
known—an atypical situation in public-key encryption security modeling, where
public keys are generally assumed to be known to all parties.

First, we show that DROB-CCA is implied by SROB-CCA in Section 4.1.
However, the reduction is not tight, with at least a quadratic security loss. A
direct proof with a tighter bound is therefore preferable for concrete security
analyses.

In Section 4.2, we show that a hybrid PKE constructed from a KEM and a
DEM satisfies DROB-CCA if 1) the DEM is INT-CTXT-secure and 2) the KEM
is constructed using a variant of an FO transform that is contributory, i.e., that
utilizes the public key during the symmetric key derivation. Note that many post-
quantum KEMs satisfy condition 2), e.g., ML-KEM [30] or FrodoKEM [29]. We
prove the result for a specific variant of the FO transform introduced in [19]
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called Fujisaki-Okamoto Transformation with Prefix Hashing. The transform is
described in Figure 7.

It’s also worth noting that not all KEMs satisfy condition 2). For example,
Classic McEliece [2] does not involve the public key during the symmetric key
derivation. More importantly, as observed in [20], there exist ciphertexts that
decapsulate to the same key under any keypair. This implies that a hybrid PKE
using Classic McEliece cannot satisfy DROB-CCA since an adversary can select
one of these ciphertexts and use its decapsulated value as the DEM key.

This motivates our hashed public key KEM transform (HPK), presented in
the full version of the paper [5], which transforms any KEM into one that can
be used to build a DROB-CCA-secure PKE scheme.

In the full version [5], we show that DHIES∗, originally used to instantiate
PAPKE-IC in [12], also directly satisfies DROB-CCA.

4.1 Strong Robustness Implies Decryption Robustness

We separate the proof SROB-CCA =⇒ DROB-CCA into two steps. First, in
Theorem 2, we prove that SROB-CCA =⇒ DROB, where DROB (Figure 1) is
a weaker variant of DROB-CCA in which the adversary does not have access to
the Dec oracle. Then, we prove that DROB is equivalent to DROB-CCA, albeit
with a q ∈ poly(λ) security loss. The relationships are visualized in Figure 6.

SROB-CCA DROB-CCA

DROB

≤q
√
SROB-CCA

Theorem 2

/

easy

Theorem 3/
Theorem 4

Fig. 6: Relations among SROB-CCA, DROB-CCA and DROB.

Theorem 2. If a public key encryption scheme PKE satisfies SROB-CCA, then
it also satisfies DROB. In other words, for any PPT adversary A against DROB,
there exists a PPT adversary B against SROB-CCA such that

AdvDROB
A,PKE(λ) ≤

√
AdvSROB-CCA

B,PKE (λ).

Proof. We prove the contrapositive: if there is an efficient adversary A against
DROB, then there is an efficient adversary B against SROB-CCA.

The SROB-CCA adversary B receives the security parameter λ, two public
keys pk0, pk1 corresponding to the private keys sk0, sk1, and access to two de-
cryption oracles Dec(sk0, ·),Dec(sk1, ·). B simply runs A with λ as input and
once A outputs c∗, B submits it to the challenger. Let us analyze the advantage
of B.
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We need to show that f(λ) := Pr
[
ExpSROB-CCA
B,PKE (λ) = 1

]
is non-negligible;

specifically that

∃d ∈ N,∀n0 ∈ N,∃λ ≥ n0 : f(λ) >
1

λd
.

By assumption, g(λ) := Pr
[
ExpDROB
A,PKE(λ) = 1

]
is non-negligible, i.e., there

exists dDROB ∈ N s.t. for any n0 ∈ N there exists λ ≥ n0 for which g(λ) > 1
λdDROB

.
Note that

g(λ) = Pr
(pk,sk)∼Keygen(λ)

r∼U

[Dec(sk,A(λ, r)) 6=⊥]

=
∑
c∈C

(
Pr
r∼U

[A(λ, r) = c] · Pr
(pk,sk)∼Keygen(λ)

[Dec(sk, c) 6=⊥]
)

>
1

λdDROB
,

where C is the set of ciphertexts and r denotes the random coins for A from the
uniform distribution over {0, 1}poly(λ) (denoted as U). By explicit definition of B
in terms of A, we have

f(λ) = Pr
[
ExpSROB-CCA

B,PKE (λ) = 1
]

= Pr
(pk0,sk0)∼Keygen(λ)
(pk1,sk1)∼Keygen(λ)

r∼U

[Dec(sk0,A(λ, r)) 6=⊥ ∧ Dec(sk1,A(λ, r)) 6=⊥]

=
∑
c∈C

 Pr
r∼U

[A(λ, r) = c] · Pr
(pk0,sk0)∼Keygen(λ)
(pk1,sk1)∼Keygen(λ)

[Dec(sk0, c) 6=⊥ ∧ Dec(sk1, c) 6=⊥]

 .

For a fixed c, the probabilities that Dec(sk0, c) 6=⊥ and Dec(sk1, c) 6=⊥ are
independent since sk0 and sk1 are independently sampled, therefore

f(λ) =
∑
c∈C

(
Pr
r∼U

[A(λ, r) = c] ·
(

Pr
(pk,sk)∼Keygen(λ)

[Dec(sk, c) 6=⊥]
)2
)
. (1)

Jensen’s inequality gives us that ψ(E[X]) ≤ E(ψ(X)) where ψ is a real convex
function and X : Ω → X a random variable. Furthermore, for any h : X → R,
h(X) is a random variable and E[h(X)] =

∑
x∈X h(x) Pr[X = x]. In our case

ψ(x) := x2, X := A(λ, r) where r is sampled uniformly at random from the
appropriate domain and

h(c) := Pr
(sk,pk)∼Keygen(λ)

[Dec(sk, c) 6=⊥] .

16



Therefore, by applying Jensen’s inequality to Equation (1) we get

f(λ) ≥

(∑
c∈C

Pr
r∼U

[A(λ, r) = c] · Pr
(sk,pk)∼Keygen(λ)

[Dec(sk, c) 6=⊥]

)2

=g(λ)2 >
1

λ2dDROB
.

In other words, we have found d := 2dDROB which proves that f(λ) is non-
negligible.

Next, we show that DROB is nearly equivalent to DROB-CCA. The implica-
tion DROB-CCA =⇒ DROB is clear as any successful DROB adversary always
wins the DROB-CCA game by submitting its output c∗ to the Dec oracle at
the end. So, AdvDROB

A,PKE(λ) ≤ AdvDROB-CCA
B,PKE (λ). We prove the other implication in

Theorem 3.

Theorem 3. If a public key encryption scheme PKE satisfies DROB, then it also
satisfies DROB-CCA. Specifically, for any PPT adversary A against DROB-CCA,
there exists a PPT adversary B against DROB such that

AdvDROB-CCA
A,PKE (λ) ≤ qD · AdvDROB

B,PKE(λ).

where qD is the number of A’s Dec oracle queries.

Theorem 3 is proven in the full version of the paper [5].

Corollary 1. If a public key encryption scheme PKE satisfies SROB-CCA, then
it also satisfies DROB-CCA. More precisely, for any PPT adversary A against
DROB-CCA there exists a PPT adversary B against SROB-CCA such that

AdvDROB-CCA
A,PKE (λ) ≤ qD ·

√
AdvSROB-CCA

B,PKE (λ).

where qD is the number of A’s Dec oracle queries.

Theorem 4. There exists a public key encryption scheme that is DROB-secure,
but is not SROB-CCA-secure. In other words, DROB does not imply SROB-CCA.

Theorem 4 is proven in the full version of the paper [5]. Note that Theorem 4
shows that DROB-CCA and SROB-CCA are not equivalent notions.

4.2 Building a DROB-CCA PKE from a Prefix-Hashing FO KEM

In Section 4.1, we have shown that SROB-CCA implies DROB-CCA. However, the
reduction is not tight. Specifically, there is at least a quadratic security loss. This
motivates Theorem 5, which shows that the standard hybrid (KEM+DEM) pub-
lic key encryption construction (PKEhy in Figure 8) directly satisfies DROB-CCA,
provided that 1) the DEM is INT-CTXT-secure and 2) the KEM is constructed
using the prefix-hashing Fujisaki-Okamoto transform pFO (Figure 7).
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The pFO transform is a modified version of the transform introduced in [19,
Figure 4]—this transform does not derive the “rejection key” K̄ from ID(pk),
which exactly models KEMs such as ML-KEM [30]. Note that in the proof
and the description of the transform (Figure 7) we use Python-like syntax to
indicate truncated outputs, e.g., the first 128 bits of the value F(x) is denoted
as F(x)[0 : 128].

pFO[PKE1, ID, F].Keygen(λ)

(pk, sk
′
)← PKE1.Keygen(λ)

s←$M

sk ← (sk
′
, s, pk)

return (pk, sk)

pFO[PKE1, ID, F].Encap(pk)

m←$M
(K, r)← F(ID(pk),m)

c← PKE1.Enc(pk,m, r)

return (K, c)

pFO[PKE1, ID, F].Decap(sk, c)

(sk
′
, s, pk)← sk

m
′ ← PKE1.Dec(sk′, c)

(K, r)← F(ID(pk),m
′
)

K̄ ← F(s, c)[0 : k]

if m
′
=⊥ ∨ PKE1.Enc(pk,m

′
, r) 6= c

return K̄ /⊥

return K

Fig. 7: pFO[PKE1, ID,F] is the prefix-hashing FO transform inspired by [19, Fig-
ure 4]. PKE1 is a PKE, ID is a fixed-length output function and F is a random
oracle. The inclusion of the boxed code defines the explicitly rejecting trans-
form.

PKEhy[KEM,DEM].Keygen(λ)

(pk, sk)← KEM.Keygen(λ)

return (pk, sk)

PKEhy [KEM,DEM].Enc(pk,m)

(c1, k)← KEM.Encap(pk)

c2 ← DEM.Enc(k,m)

c← (c1, c2)

return c

PKEhy [KEM,DEM].Dec(sk, c)

(c1, c2)← c

k ← KEM.Decap(sk, c1)

if k =⊥ then
return ⊥

m← DEM.Dec(k, c2)

return m

Fig. 8: Description of the standard hybrid PKE construction using a KEM and a
DEM. The inclusion of the boxed code defines the construction for explicitly
rejecting KEMs.

We prove Theorem 5 in the QROM model [11] using the following lemma
from [31, Lemma 2.2] which shows that a quantum random oracle can be used
as a PRF.
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Lemma 1. Let l ∈ N. Let F : {0, 1}l × X → Y and H : X → Y be two inde-
pendent random oracles. If an unbounded-time quantum adversary D makes at
most q queries to its quantum-accessible random oracles, then we have∣∣∣Pr[1← DF,F(t,·)()|t←$ {0, 1}l

]
− Pr

[
1← DF,H()

]∣∣∣ ≤ 2 · q√
2l
.

Theorem 5. Let PKE = PKEhy[KEM,DEM] be a hybrid public key encryption
scheme constructed from an implicitly rejecting key encapsulation mechanism
KEM and a data encapsulation mechanism DEM. If KEM is constructed using
the prefix-hashing FO transform pFO (Figure 7), i.e., KEM = pFO[PKE1, ID,F]
where PKE1 is a public key encryption scheme, ID : PK → {0, 1}n is a fixed-
length output function, F : {0, 1}∗ → {0, 1}k × {0, 1}r is a quantum random
oracle and DEM is INT-CTXT-secure, then for any QPT adversary A against
DROB-CCA of PKE there exists a QPT adversary B against INT-CTXT of DEM
such that

AdvDROB-CCA
A,PKE (λ) ≤ 4 · qF√

2min(m,k)
+ qD · AdvINT-CTXT

B,DEM (λ),

for (pk, sk) ← PKE1.Keygen(λ), where m = H∞(ID(pk)) is the min-entropy of
ID(pk), qF denotes the number of queries to the quantum random oracle F and
qD denotes the number of queries to the (classical) oracle Dec.

Proof. Let A be an adversary against DROB-CCA of PKE. Denote by Pr[Gamei]
the probability that A wins the i-th game. See the full version of the paper [5]
for a detailed description of the games.

Game0. This is the unmodified DROB-CCA game with an unpacked PKE, i.e.,

AdvDROB-CCA
A,PKE (λ) = Pr[Game0].

Game1. In Game1, we replace the KEM key and randomness derivation in the
decryption oracle (K, r)← F(ID(pk),m1) with (K, r)← H1(m1) where H1 is an
internal random oracle. This change is undetectable by A with probability given
by Lemma 1.

We build a distinguisher D from Lemma 1 as follows. D has access to two
quantum random oracles F,F′ where F′(·) = F(t, ·) for t ←$ {0, 1}m, or F′(·) =
H1(·). D runs A in a modified Game0 where (K, r) ← F(ID(pk),m1) in the
decryption oracle is replaced with (K, r) ← F′(m1). D outputs 1 if A wins the
game, i.e., submits a decrypting ciphertext. Clearly, if F′(·) = F(t, ·) then the
game corresponds to Game0 since t has the same min-entropy as ID(pk) and if
F′(·) = H1(·), then it corresponds to Game1.

By Lemma 1, |Pr[Game0]− Pr[Game1]| =∣∣∣Pr[1← DF,F(t,·)()|t←$ {0, 1}m
]
− Pr

[
1← DF,H1()

]∣∣∣ ≤ 2 · qF√
2m

.
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Game2. In Game2, we replace the rejection KEM key derivation in the decryption
oracle K ′ ← F(s, c1) with K ′ ← H2(c1) where H2 is an internal random oracle.
Analogously to the previous game hop, by Lemma 1 we get

|Pr[Game1]− Pr[Game2]| ≤
2 · qF√
2k
.

Game3. In Game3, we reorganize the decryption oracle code. K is sampled from
the same distribution regardless of whether H1 or H2 is called. Therefore, we can
“unroll” H1 and H2 and replace them with sampling of K ←$ {0, 1}k with record
keeping. We also remove the “rejection if branch.”

We keep a list ListC with pairs (c1,K) where c1 is the queried KEM ci-
phertext. Observe that keeping the list indexed by c1 is enough to preserve
consistency. Consider that A queries c = (c1, c2) and c′ = (c′1, c

′
2) to the Dec

oracle:

– If c1 = c′1, then the lookup in ListC assures consistency.
– If c1 6= c′1 and PKE1.Dec(sk, c1) 6= PKE1.Dec(sk, c

′
1), then Game2 also derives

independent DEM keys.
– If c1 6= c′1 and PKE1.Dec(sk, c1) = m′ = PKE1.Dec(sk, c

′
1), then observe that

the derived DEM keys are also independent because c1 or c′1 must fail the
FO re-encryption check given that PKE1.Enc(pk,m

′, r) is deterministic.

Since this game is just a code reorganization, we have Pr[Game2] = Pr[Game3].
Observe thatA wins Game3 iff it queries c = (c1, c2) where DEM.Dec(K, c2) 6=

⊥ where K ←$ {0, 1}k. We show that we can build an INT-CTXT adversary B
using A in Game2.

Let i ∈ {1, . . . , qD} be the index of the first query from A that decrypts. B
guesses i ∈ {1, . . . , qD} and runs A in a modified Game2 where B answers with
⊥ to the first i − 1 queries. During the i-th query, it uses its Dec oracle from
the INT-CTXT challenger instead of calling DEM.Dec(K, ·) with K ←$ {0, 1}k.
Observe that K is sampled from the same distribution in Game2 and in the
INT-CTXT game and B perfectly simulates Game2 if it guessed i. Therefore, B
always wins if it correctly guessed i and A wins. In other words,

Pr[Game3] ≤ qD · AdvINT-CTXT
B,DEM (λ).

In total, we have

AdvDROB-CCA
A,PKE (λ) ≤ 4 · qF√

2min(m,k)
+ qD · AdvINT-CTXT

B,DEM (λ).

Explicitly rejecting pFO. Note that a variant of Theorem 5 also holds for a PKE
constructed from an explicitly rejecting pFO KEM. The proof is almost identical
except we do not need to consider the rejection key. As a consequence there is
no s ∈ {0, 1}k and the bound is AdvDROB-CCA

A,PKE (λ) ≤ 2·qF√
2m

+ qD · AdvINT-CTXT
B,DEM (λ).
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Application of Theorem 5 to existing KEMs. Recall that compared to prefix-
hashing FO transform from [19], the pFO transform is slightly modified so that
it directly models KEMs such as ML-KEM [30] and FrodoKEM [29]. However,
the inclusion of ID(pk) in rejection key derivation only tightens the bound from
Theorem 5—we get 4 · qF ·

√
2−m instead of 4 · qF ·

√
2−min(m,k).

As discussed in [19], the function ID may either be a hash function or a
function that selects the random portion of the public key. For instance, in
ML-KEM, ID is instantiated as SHA3-256, meaning the entire public key is
hashed—including a 256-bit random seed. In FrodoKEM, the key derivation is
more involved, however, it still incorporates a hash of the entire public key.

Impact of Theorem 5 on concrete security. We compare the concrete DROB-CCA
security bounds implied by Theorem 2 and by Theorem 5 considering a hybrid
PKE instantiated with ML-KEM [30].

From [20, Theorem 2 + Theorem 12], we have AdvSROB-CCA
A,PKE (λ) ≤ 4·qF

2128 + ε,
where qF denotes the number of queries to the quantum-accessible random ora-
cle and ε� 2−128 a negligible term. By Corollary 1, we have AdvDROB-CCA

A,PKE (λ) ≤

qD ·
√
AdvSROB-CCA

B,PKE (λ), where qD is the number of decryption queries. Replac-
ing AdvSROB-CCA

A,PKE (λ) term with the bound above, we get AdvDROB-CCA
A,PKE (λ) ≤ qD ·√

4·qF
2128 + ε. While Corollary 1 shows that DROB-CCA and SROB-CCA are asymp-

totically equivalent, a concrete security analysis reveals that even for arguably
modest upper bounds on qF and qD (say qF = 240 and qD = 216), the combina-
tion of [20, Theorem 2 + Theorem 12] and Corollary 1 provides limited insight
into the actual security guarantees that ML-KEM delivers in terms of decryp-
tion robustness, as it does not yield an upper bound that would be regarded as
meaningful under modern security standards.

In contrast, the direct analysis of the prefix-hashing FO transform allows us
to establish security bounds via Theorem 5 that remain meaningful in practical
settings, i.e., we have that AdvDROB-CCA

A,PKE (λ) ≤ 4·qF√
2min(m,k)

+ qD · AdvINT-CTXT
B,DEM (λ),

where m = k = 256 for ML-KEM. Since the DEM can be selected such that
AdvINT-CTXT

B,DEM (λ) becomes the non-dominant term, this gives a meaningful upper
bound on the decryption-robustness advantage against PKE from ML-KEM in
practical settings.

5 Implementation and Performance

In this section, we discuss which KEMs are suitable to build a post-quantum
PAPKE-HIC. The main advantage of PAPKE-HIC compared to PAPKE-IC is the
fact that it does not require an ideal cipher over large algebraic domains, which
affects performance. To demonstrate the concrete advantage of our HIC-based
approach, we implemented post-quantum PAPKE-HIC and PAPKE-IC using ML-
KEM [30], FrodoKEM [29] and Classic McEliece [2]. We focus on ML-KEM
implementation details and performance results in this section, while further
results for FrodoKEM and Classic McEliece are provided in the full version [5].
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5.1 Possible PAPKE-HIC instantiations

We consider three post-quantum KEMs: ML-KEM [30], FrodoKEM [29] and
Classic McEliece [2] as candidates for PAPKE-HIC instantiation. Recall that
PAPKE-HIC requires a PKE scheme that is IND-CCA, ANO-CCA, SROB-CCA,
UNI-PK, and DROB-CCA (Theorem 1). We construct a post-quantum PKE using
the standard KEM+DEM construction (Figure 8). Note that IND-CCA-security
of the PKE is easily achievable since each mentioned KEM is IND-CCA. As
shown in Section 4.1, deriving DROB-CCA from SROB-CCA incurs a quadratic
security degradation, which then becomes the dominant term in the security
bound of Theorem 1. Considering concrete security, this may require choosing
larger security parameters for PAPKE-HIC instantiations. However, as shown in
Section 4.2, this is unnecessary for KEMs with the prefix-hashing FO transform
(pFO) described in Figure 7. We now analyze each KEM separately.

ML-KEM. The hybrid PKE with ML-KEM is ANO-CCA [28] and SROB-CCA [20].
Moreover, in ML-KEM, the public key is computationally indistinguishable from
uniform under the MLWE assumption [8], thus supporting the UNI-PK prop-
erty in practice. ML-KEM uses the pFO transform, and thus directly satisfies
DROB-CCA with the bound from Theorem 5.

FrodoKEM. The hybrid PKE with FrodoKEM is ANO-CCA and SROB-CCA as
shown in [37]. FrodoKEM uses the pFO transform, so it satisfies DROB-CCA
with the bound from Theorem 5. FrodoKEM satisfies UNI-PK under the LWE
assumption by an analogous argument as for ML-KEM in [8].

Classic McEliece. It was shown in [37] that Classic McEliece satisfies ANO-CCA
under additional assumptions. UNI-PK is considered a standard assumption for
Classic McEliece [2]. However, [20] demonstrated that Classic McEliece does not
satisfy SCFR-CCA, which means that the hybrid PKE with Classic McEliece is
not SROB-CCA. A modified variant of Classic McEliece, proposed in [37], yields
a hybrid PKE that satisfies SROB-CCA. This modified variant essentially inte-
grates the pFO transform internally into Classic McEliece, thus directly satisfying
DROB-CCA per Theorem 5.

Still, modifying the internals of an existing scheme can be impractical. That is
why we introduce the hashed public key (HPK) KEM transform in the full version
of the paper [5], a simpler black-box modification resulting in a DROB-CCA-
secure scheme. We show that HPK preserves anonymity and that any HPK-
transformed KEM is SCFR-CCA and consequently the hybrid PKE is SROB-CCA.

5.2 ML-KEM PAPKE implementation

The crux of implementing PAPKE-IC is the instantiation of the ideal cipher over
the ML-KEM public key space, which is a group. There exist two approaches
to implement an ideal cipher over the ML-KEM public key space. The first
approach is to combine an ideal cipher over bitstrings with a quasi-bijective
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encoding of the public keys to bitstrings [21]. This requires an ideal cipher over
a large bitstring domain, which can be realized either via domain extenders [15]
or via an 8-round Feistel network [17]. The second approach is to use the 8-
round Feistel construction [17] to build an ideal cipher over the public key space
directly, which in turn requires 4 hash-to-group operations.5

Regarding the PAPKE-HIC implementation, there currently exists only one
HIC construction, m2F (Figure 3), which requires one hash-to-group operation,
i.e., hashing to the ML-KEM public key space. To realize this, we implemented
two hash-to-group approaches. The first one employs the SampleNTT subrou-
tine from [30, Algorithm 7], the same rejection sampling routine used by ML-
KEM key generation. The second approach is to use Kemeleon [22], specifically
Kemeleon decoding, which maps bitstrings to ML-KEM public keys.

To summarize, we have implemented and benchmarked the following imple-
mentations of post-quantum PAPKE with ML-KEM:
(a) PAPKE-IC is implemented by combining Kemeleon—used to encode ML-

KEM as a pseudo-uniform bitstring—with an ideal cipher instantiated over
bitstrings, either via a domain extender or an 8-round Feistel network.

(b) PAPKE-IC is also implemented by directly employing an 8-round Feistel, in
which four of the hashing operations are hash-to-group operations realized
using either SampleNTT or Kemeleon decoding.

(c) PAPKE-HIC is implemented with a 2-round modified Feistel m2F, in which
the single hash-to-group operation is implemented either via SampleNTT or
Kemeleon decoding.

Note that the underlying public key encryption scheme is the KEM+DEM
hybrid construction PKEhy (Figure 8) with ML-KEM serving as the KEM. Recall
from Section 3 that we require the PKE to be SROB-CCA-secure, which in this
case requires the DEM to be FROB-secure [20, Theorem 2]. Standard AEAD
constructions, such as AES-GCM, are typically not FROB-secure [18], therefore,
we use the CTX construction introduced in [14, Figure 2] which builds an FROB-
secure6 DEM from an AEAD and a collision-resistant hash function. We use
AES-256-GCM as the underlying AEAD and SHA-256 as the hash function.

Our C++ implementation uses libraries Botan (https://botan.randombit.
net/) and Catch2 (https://github.com/catchorg/Catch2). Specifically, we use
Botan for cryptographic primitives, such as ML-KEM and AES-256-GCM, and
Catch2 for benchmarking. More details and the full code is available at https:
//github.com/PAPKE-HIC/benchmarks.

5.3 ML-KEM PAPKE Performance Results

We executed the benchmarks on a machine with AMD EPYC 7543 (2,8 GHz)
as a CPU, running Ubuntu 24.04 and compiled using GCC 13. We used the
–-benchmark-samples 1000 Catch2 parameter during benchmarking.
5 One wire carries the group element while the second carries a random bitstring.
6 The paper in question [14] uses a different security notion (CAEXX) which implies
FROB from [20].
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Table 1 provides performance results of our PAPKE-IC and PAPKE-HIC imple-
mentations with ML-KEM-512. For ML-KEM-768, ML-KEM-1024 see Tables 2
and 3.

Table 1: ML-KEM-512 PAPKE performance. Values are in microseconds in the
format: mean ± std. dev.; “bitstring Extender/Feistel” refers to variants (a),
“Feistel+H2G” refers to variants (b) from Section 5.2.

Variant Key Gen. Encryption Decryption
PAPKE-HIC, SampleNTT 116± 8 116± 11 98± 7

PAPKE-IC, Feistel+H2G, SampleNTT 170± 6 189± 15 98± 10

PAPKE-IC, bitstring Feistel 417± 258 14 606± 126 103± 13

PAPKE-IC, bitstring Extender 974± 227 14 816± 114 99± 10

PAPKE-HIC, Kemeleon 14 572± 222 14 534± 185 100± 10

PAPKE-IC, Feistel+H2G, Kemeleon 56 932± 503 57 449± 864 98± 9

Table 2: ML-KEM-768 PAPKE performance. Values are in microseconds in the
format: mean ± std. dev.; “bitstring Extender/Feistel” refer to variants (a),
“Feistel+H2G” refer to variants (b) from Section 5.2.
Variant Key Gen. Encryption Decryption
PAPKE-HIC, SampleNTT 162± 9 163± 10 171± 13

PAPKE-IC, Feistel+H2G, SampleNTT 248± 10 257± 11 170± 9

PAPKE-IC, bitstring Feistel 471± 174 40 628± 308 179± 10

PAPKE-IC, bitstring Extender 2 183± 181 43 534± 431 178± 13

PAPKE-HIC, Kemeleon 40 480± 268 41 082± 632 183± 15

PAPKE-IC, Feistel+H2G, Kemeleon 166 040± 1 810 163 714± 2 374 197± 19

Table 3: ML-KEM-1024 PAPKE performance. Values are in microseconds in the
format: mean ± std. dev.; “bitstring Extender/Feistel” refer to variants (a),
“Feistel+H2G” refer to variants (b) from Section 5.2.
Variant Key Gen. Encryption Decryption
PAPKE-HIC, SampleNTT 215± 9 222± 14 269± 18

PAPKE-IC, Feistel+H2G, SampleNTT 327± 10 345± 13 266± 14

PAPKE-IC, bitstring Feistel 984± 577 88 959± 1 228 280± 21

PAPKE-IC, bitstring Extender 2 767± 657 89 841± 972 282± 20

PAPKE-HIC, Kemeleon 87 908± 372 89 760± 1 157 284± 21

PAPKE-IC, Feistel+H2G, Kemeleon 354 004± 4 455 353 089± 3 801 290± 16
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We found that the Kemeleon-based hash-to-group is the bottleneck in vari-
ants that use it. This is because Kemeleon decoding requires division of large
integers (around 6000 bits for ML-KEM-512). Note that PAPKE-IC with bit-
string ideal cipher constructions use Kemeleon encoding during key generation
and decoding during encryption. This explains why those instantiations perform
better than PAPKE-HIC (Kemeleon variant), which relies on Kemeleon decoding
for the hash-to-group, at key generation, but perform essentially the same at
encryption.

Overall, the best performing constructions rely on the SampleNTT-based
hashing to group, and of those, PAPKE-HIC performs better than PAPKE-IC.
This is to be expected when we trade four hash-to-group operations for one
hash-to-group operation and a block cipher.

It’s also worth noting that the (relative) high variance of PAPKE-IC vari-
ants with bitstring ideal cipher is caused by rejection of keypairs—only certain
ML-KEM public keys can be Kemeleon-encoded. For ML-KEM-512 the success
probability is ≈ 56% [22], but for ML-KEM-768 it is ≈ 83%, which explains the
smaller relative variance for ML-KEM-768 in Table 2.

6 Conclusion

Why was DROB-CCA not needed in KEM-to-PAKE compilers? The
new DROB notion introduced here targets PKE schemes, but a similar prop-
erty could trivially be adapted for explicitly rejecting KEMs. One might even
consider an analogue for implicitly rejecting KEMs, although this would require
examining the internal workings of the KEM to identify the winning condition in
decapsulation and determine when the decapsulation did not fail. Given the long
line of work compiling KEMs to PAKE in the UC framework [8, 32, 4, 26, 3], why
has decryption robustness (or another similar property) not previously emerged
as a required property in the PAKE setting?

In OEKE-style protocols (e.g., OCAKE, EKE-KEM, CHIC, and NoIC [8,
32, 4, 3]), the simulator can reject ciphertexts based on authentication tags
derived from a random oracle. This effectively forces the adversary to commit to
a specific password, which can then be extracted by the simulator. This password
allows the simulator to associate an apk to a unique public key with knowledge
of the secret key; a tag not returned by the random oracle will only be valid with
negligible probability over the oracle’s output space.

In EKE-style compilers (e.g., CAKE, EKE-PRF [8, 26]), the KEM ciphertext
is further encrypted with an ideal cipher (with domain separation from the
session identifier and the password attributed to the party). As a result, if the
adversary submits a ciphertext that was never queried to the IC, it is impossible
to extract a valid password. (Due to the IC’s behavior, the underlying KEM
ciphertext is also completely random.) This appears to be precisely what [26]
identified as being overlooked in CAKE [8], which they fix by requiring “strong
pseudorandomness” from the underlying key agreement (KA). According to the
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authors, this property on the KA is satisfied when the KA is built from KEM
satisfying both SPR-CCA and SMT-CCA security properties [37].

We leave it as future work to investigate whether DROB-CCA (or a variant
thereof) would be sufficient for EKE-style compilers from KEMs. The issues
appear related, and strong pseudorandomness may be unnecessarily strong if
DROB-CCA alone suffices to prevent such attacks, provided the session key is
derived from a KDF that binds the full communication transcript and the un-
derlying common secrets (i.e. the password and the KEM key).

It is also worth noting that the standard FPAKE functionality is implicitly
rejecting, whereas FPAPKE explicitly rejects. This means that in PAPKE, the
simulator must decide whether decryption fails, while in PAKE, the simulator
can output a random session key and defer consistency of the simulation to a
later stage. Another important difference is that PAPKE allows reuse of the au-
thenticated public key and supports multiple decryption queries, whereas PAKE
built from KEM demands only a single decryption/decapsulation per party (as-
suming the appropriate domain separation in idealized objects is in place).

Quantum adversaries. Although we have lifted some simpler theorems to the
QROM (Theorem 5 and Theorem 6 in the full version [5]), the analysis of the
main PAPKE-HIC construction remains in the classical setting, as we do not
consider a quantum-accessible Half Ideal Cipher. Currently we have a somewhat
limited set of techniques for lifting proofs to the QROM and even fewer for the
QICM. The lack of perfect independence between input-output pairs and the
possibility of quantum queries to the inverse permutation makes the analysis of
quantum-accessible ideal ciphers usually a challenging barrier to overcome. (The
same applies to the Half Ideal Cipher.) This is likely why lifting the security
proofs of generic PAKE compilers from KEMs remains an open problem and an
active area of research. New efforts in this direction are emerging, namely with
a partial quantum proof for OCAKE protocol [24] and a generic compiler that
avoids the IC [3]. Since PAPKE implies PAKE, a generic PAPKE construction
proven secure in the quantum setting would also resolve the open problem for
PAKE. We leave this as an interesting direction for future work.

Benefits of contributory KEMs. KEMs that incorporate the public key into
the symmetric key derivation are typically referred to as contributory [19, 16]
meaning that both parties contribute to the derived symmetric key during a
key exchange. In this paper, we identify an additional benefit: contributory
KEMs naturally give rise to hybrid public key encryption schemes that satisfy
DROB-CCA when paired with an integrity-protecting DEM.
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